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PPIRS for Awardees/Contractors Document Acceptance
The undersigned agree this Past Performance Information Retrieval System

(PPIRS) for Awardees/Contractors Version 2.2.20 accurately describes the
PPIRS-RC/SR Secure contractor Logon account creation.

Project Manager
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1. WHAT IS PPIRS?

Background: On July 1, 2002, the Federal Past Performance Information Retrieval
System (PPIRS) became a reality. It affords federal government Contracting
Officers and Source Selection officials with a "one-stop shop™ for retrieving a
potential supplier's past performance history. This history is measured by report
cards on existing contracts that have been completed by government Program
Managers or Contracting Officials. PPIRS was designed to be easy to access by all
authorized users.

Past Performance Information Retrieval System - Report Cards (PPIRS-RC)
provides a query capability for authorized users to retrieve report card information
detailing a contractor's past performance. Federal regulations require that report
cards be completed annually by customers during the life of the contract. PPIRS
functions as the central warehouse for completed report cards/assessments. In May,
2010, the Office of Federal Procurement Policy (OFPP) and the Acquisition
Committee for eGovernment (ACE) determined that the Defense (DoD) Contractor
Performance Assessment System (CPARS) will be utilized as the single past
performance reporting system federal-wide to collect and transmit performance
evaluations to PPIRS. Further, no new systems will be built. Agencies should not
invest any resources into developing or improving a capability for past performance
reporting. This decision was based on NIH's retirement of CPS, the on-going efforts
to establish a standard method and criteria for conducting past performance
reporting, and the recent implementation of Federal Awardee Performance and
Integrity Information System (FAPIIS) which already requires Agency use of
CPARS as the data entry module.

PPIRS also has performance assessment reports received from the following
performance information collection systems obtained before the full transition to
CPARS:

NIH’s Contractor Performance System (CPS)

NASA’s Past Performance Data Base (PPDB)

DoD’s Architect-Engineer Contract Administration Support System

(ACASS)

DoD’s Construction Contractor Appraisal Support System (CCASS)

The Department of Education (DOE)

The National Geospatial-Intelligence Agency (NGA)

The Contractor Performance Assessment System (CPARS) program office may be
contacted at 207-438-1690.

Version 2.2.20 JUNE 2014 1
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Background: In December 2007 - James Finley (Deputy Under Secretary of Defense
for Acquisition and Technology) directed all Military Departments, Defense
Agencies and DoD Field Activities to take the necessary actions to fully deploy
PPIRS-SR. Full deployment was completed FY-11.

Past Performance Information Retrieval System Statistical Reporting (PPIRS-SR)
provides past delivery and quality performance information for commodities
including contracts under the thresholds established in the PPIRS report card
system. The sources of data include: the Department of Navy’s Product Data
Reporting and Evaluation Program (PDREP), the Army's Logistics Modernization
Program - Virtual Contracting Enterprise Reporting and Delinquency System
(LMP-VCERADS), the Air Force’s JO18 (Delivery), the Joint Deficiency Reporting
System (JDRS) for joint Services aviation PQDRs, and DLA’s Enterprise Business
System’s (EBS) Procurement. The Air Force delivery system JO18 is fed from
JO41 and is used only by the three Air Force Logistics Centers (Robins AFB, Tinker
AFB, and Hill AFB).

Version 2.2.20 JUNE 2014 2
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11 WHAT’S NEW IN VERSION 2.2.20?

PPIRS is a web-enabled application accessed through the Naval Sea Logistics
Center Detachment Portsmouth web applications at www.PPIRS.gov
Government users fill out an on-line request for an account in order to gain
system access. After establishing a User Id/Password, access to the group is
granted, and each user may access the Government Main Page. The PPIRS web
page is located on the PPIRS home page. You must go to the Government
Logon to request a User Id and Password.

The new Awardee/Contractor functionality requires that each
Awardee/Contractor create an account that is unique to them. No duplicate User
IDs and User Emails will be allowed. This change in the security is implemented
to easily track Contractor usage of the system as well as avoid the use of the
Marketing Personal Identification Number (MPIN) which is the Company’s
personal code and can be used by anybody who has knowledge of it.

Contractor account creation is described in this document.

Version 2.2.20 JUNE 2014 3
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1.2 DOCUMENT OVERVIEW

This software user’s manual provides instructions and step-by-step procedures
for the PPIRS Version 2.2.20 contractor account creation. It describes
procedures for gaining access to PPIRS. Dissemination of this document is
approved for public release with unlimited distribution. The content of all data
files referenced within this manual are sensitive but unclassified; many are
controlled by the Privacy Act of 1974; and all must be handled accordingly.

Version 2.2.20 JUNE 2014 4
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2.  PPIRS USER ROLES AND RESPONSIBILITIES

There are four types of access in PPIRS: Awardee/Contractor, Awardee/Contractor
(Without PKI), Federal, and DoD. Government users (Federal and DoD) may also be set
up in the role of group Administrator. This section describes the Awardee/Contractor role
and the responsibilities that accompany it.

2.1 AWARDEE/CONTRACTOR:
As a contractor you will able to:

e View ALL of your company Reports, including those in the PPIRS-RC,
PPIRS-SR and FAPIIS modules.

NOTE: Contractors should update the company’s profile at the System for
Award Management (SAM) www.sam.gov , and identify a Past Performance
Point of Contact.

Contractors must specify a Marketing Partner Identification Number (MPIN).

All Contractors are required to create an account using the Request Account
button on the top of the page in PPIRS. In order to create an account, you will
need the DUNS and MPIN information for all the records for which you need
access.

Contractor User Responsibilities:
e Create an account
e Obtain a valid PKI Certificate (if desired)
e Create a strong password if access established without PKI

2.2 PPIRS CENTRAL DESIGN ACTIVITY (CDA)

NAVSEALOGCEN DET PORTSMOUTH is the PPIRS Central Design
Activity that develops, designs, and maintains the PPIRS applications. The
CDA will:

e Maintain PPIRS software

e Maintain PPIRS documentation

e Provide training and documentation to activity personnel

e Provide Customer Support Center to answer customer questions
e Respond to reported questions and/or problems in PPIRS

e Provide technical expertise in PPIRS application administration and
processing

e Verify databases are available to users

Version 2.2.20 JUNE 2014 5
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3. ACCESSING PPIRS

This section tells you how to modify your Internet Explorer settings for PPIRS,
how to log in and out of the application, how to change your password, and how
to work in PPIRS. Internet Explorer (IE) is the preferred browser for PPIRS, but
others may work as well. Microsoft (MS) Windows is also the preferred
operating system, but Apple systems may work if configured similarly.

3.1 MINIMUM ACTIVITY REQUIREMENTS

3.1.1 Hardware Requirements For Activity

The hardware required for installing, configuring, maintaining, and running
PPIRS is listed below.

Minimum Client PC Requirements

Type Recommended Minimum
CPU Pentium 11/800 Processor
Memory 256 Mb RAM
Video display Per Navy guidelines, SVGA 800 x 600
resolution.

3.1.2 Software Requirements

The software required for installing, configuring, maintaining, and running
PPIRS is listed below.

Required Software for Client PC

Software Version Source
Microsoft 2000, XP, 2010, or newer Appropriate
(MS)Windows vendor

Operating System

Internet Explorer The system shall be able to run | Appropriate
on any operating system using | vendor
Internet Explorer (IE) 6.0 or
later, or on IE 5.5* running
MS XML Parser 3.0 or later.
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3.2

3.2.1

BEFORE YOU LOG INTO PPIRS

Before you log into PPIRS for the first time, you should adjust your screen
resolution, disable AutoComplete, and set additional security measures. These
changes will maximize your PPIRS experience.

Changing Your Screen Resolution

A screen resolution of 800 X 600 is the minimum recommended for the best
viewing results with a minimum of scrolling. Keep in mind that PPIRS does
work with resolutions smaller than this, but setting your screen to 800 X 600
will greatly enhance your experience with PPIRS. If your screen is set to a
larger resolution, such as 1024 x 768, you can use the following procedures to
change your resolution:

To change your screen resolution:

a. Inan empty space on your computer desktop, right-click your mouse

b. Select Properties

c. Click the Settings tab

d. Inthe Screen resolution area, move the arrow to the right until the resolution
reads at least 800 by 600

e. Click OK (screen goes black for a moment, then comes back on at the
adjusted resolution)

3.2.2 Disabling AutoComplete

The AutoComplete feature saves previous entries you have made for Web
addresses, forms, and passwords. For security purposes, it is recommended that
you disable AutoComplete features in your browser in order to ensure personal
information is not being saved to your PC.

To disable AutoComplete:

a. In the Internet Explorer menu bar, click Tools --> Internet Options
(Internet Options dialog box appears)

b. Click the Contents tab

c. Inthe Personal Information area, click Auto Complete (AutoComplete

Settings dialog box appears)

d. Verify that all check boxes are not checked

e. Click Clear Forms and Clear Passwords

f. Click OK

Version 2.2.20 JUNE 2014 7
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3.2.3 Setting Additional Security

If you are operating behind a proxy server, you also need to select the check box
next to Use HTTP 1.1 through proxy connections.

Click OK.

NOTE: For Users with Citrix Servers, it may be necessary to check the
following: Tools/Internet Options/Advanced Tab: Check to select "Browsing:
Force off screen compositing even under Terminal Server."

Click OK.

3.3 AWARDEE/CONTRACTOR ACCESS TO PPIRS

PPIRS allows access only to authorized users. Application access is determined
from a combination of a User Id, Password, or PKI certificate PIN. To access
PPIRS, you must be defined as a user within PPIRS.

PPIRS is accessed through the Naval Sea Logistics Center Detachment
Portsmouth web applications at www.PPIRS.gov .

3.3.1 Userlid

New Accounts/First Logon Access requires User ID and Password. The user is
able to select his/her User 1d. The User Id can be composed of 5 to 30
characters (letters and/or numbers only). For more information obtaining an
account, refer to 3.4 Logging into PPIRS.

3.3.2 Password

The user is able to select his/her Password. When creating a password,
remember that passwords must contain: A combination of letters, numbers and
symbols that includes at least fifteen characters.

At least 2 UPPERCASE and 2 lower case letters.

At least 2 numbers.

At least 2 special characters

Must be 15 - 20 characters

Must differ from previous password by at least four characters

Must not contain personal information such as:

names, phone numbers, account names, birthdates, or dictionary words
e Your last 10 passwords are kept and cannot be reused

Version 2.2.20 JUNE 2014 8
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3.4 LOGGING INTO PPIRS
Once you complete the computer configurations discussed in Section 3.2, you
are ready to log into PPIRS. PPIRS is accessed through the Naval Sea Logistics
Center Detachment Portsmouth web applications at www.ppirs.gov .

To log into PPIRS:
a. Open a browser session. Microsoft® Internet Explorer is preferred.

b. In the Address bar, type the uniform resource locator (URL) supplied above
to get access to the PPIRS Home page.

Below is the PPIRS Home page. The frame on the left of the home page
provides a link to the PPIRS System Logon web page. There are also tabs
available on the PPIRS home page supplying various sources of information
(see arrow on figure 1): Contacts, PPIRS Frequently Asked Questions (FAQS),
Guidance, Related Links (Links), DoD Past Performance Policy Guides
(Policy), User Manuals and Guides (Reference), Release Information, and
Training. Check this list of provided references first for any questions
concerning PPIRS or DoD past performance policy.

Version 2.2.20 JUNE 2014 9
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CONTACTS

GUIDANCE REFERENCE

PPIRS 2.2.20

FAPIIS Public

Links

CPARS

PKI Information

Providing Information for Best Value Awards!

Welcome to the Past Performance Information Retrieval System (PPIRS). In July
2002, DOD endorsed the Past Performance Information Retrieval System as the
single, authorized application to retrieve contractor performance information.
PPIRS is a web-enabled, enterprise application that provides timely and pertinent
contractor past performance information to the Department of Defense and
Federal acquisition community for use in making source selection decisions. PPIRS
assists acquisition officials by serving as the single source for contractor past
performance data. Confidence in a prospective contractor's ability to satisfactorily
perform contract requirements is an important factor in making best value
decisions in the acquisition of goods and services. PPIRS consists of three
components, Report Card (RC), Statistical Reporting (SR) and Federal Awardee
Performance and Integrity Information System (FAPIIS). These three components
support the Federal Acquisition Regulation (FAR) reguirement to consider past
performance information prior to making a contract award (FAR Parts 9, 13, 15, 36
and 42).

Government access is restricted to those individuals who are working on source
selections, to include contractor responsibility determinations. Contractors may
view only their own data. A contractor must be registered in the "System for
Award Management” (SAM) system and must have created a Marketing Partner
Identification Number (MPIN] in the SAM profile to access their PPIRS information.

Access to FAPIIS is granted when approved for access to either PPIRS-RC or
PPIRS-5R.

PPIRS RC and FAPIIS is sponsored by General Services Administration (G54) and
Integrated Acquisition Environment (IAE), PPIRS SR is sponsored by the Defense
Logistics Agency (DLA) and administered by the Naval Sea Logistics Center
Portsmouth.

Effective July 1, 2009, the FAR requires federal agencies to post all contractor
performance evaluations in PPIRS.

In May, 2010, the Office of Federal Procurement Policy (OFPP) and the Acquisition
Committee for eGovernment (ACE) determined that the Defense (DoD) Contractor
Performance Assessment System (CPARS) will be utilized as the single past
performance reporting system federal-wide to collect and transmit performance
evaluations to PPIRS. Further, no new systems will be built. Agencies should not
invest any resources into developing or improving a capability for past
performance reporting. This decision was based on NIH's retirement of CPS, the
on-going efforts to establish a standard method and criteria for conducting past
performance reporting, and the recent implementation of Federal Awardee
Performance and Integrity Information System (FAPILS) which already requires
Agency use of CPARS as the data entry module.

The Contractor Performance Assessment System (CPARS) program office may be
contacted at (207)-438-1690.

Figure 1: PPIRS Home Page

c. Click on PPIRS Application Logon on the left side.
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Improving Past
Performance Compliance

A Department Of Defense
(DoD) PKI Certificate is
required for all DoD
employees accessing
PPIRS. Confractors are
also encouraged to obtain
and use a cerificate. Non-
DoD Government users
may continue to access
PPIRS without a
certificate. =more=
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3.4.1 PPIRS Logon

Below is the introductory page for PPIRS. This page is displayed when PPIRS
Application Logon is selected from the PPIRS home page. See Figure 1:
PPIRS Home Page

NOTE: Contractor and Government user Logon procedures are slightly different.

WELCOME
Walcomea to the Past Performance [nformation Ratrieval System (PPIRS). Access to thie syetem 2 restrncted to authornzed users
and will regquire the user to read and agres to the Dol warning and consent prior to accessing the system.

All Dol employess must have a DeD PKI certificate to access the PPIRS wab site.

Click here to determine if vou havs 8 valid Dol PR Certificats
PKI Information:
all Dol employees (military and civilian), including Dol contractors that are working on site (military/government facilities) or
contractors working offsite using Government Furnished Eguipment {GFE) are eligible to obtain certificates from Dol FPEL If the
i@ﬂ:‘fﬂﬂchgg:ijn't wiork ongite or with GFE they are eancouraged to cbtain and use a cerificate from an External Caertificate
wtharity .

External Cortificate Autharity:
Extarnal Carttficate Autharties (ECAs) provide digital certshicates to the DaD's pravate ndustry partners, contracters using ther
own eguipment or working in non-government facilities, allied partners, and other agencies.

Approved ECA Veandors:
Operational Research Consultants, Inc. (ORC) K
wverisign, Inc. httpo/ o

ldenTrust K

ERE 1 e SIS S T
in lukicngs L

""'v-H.rM.l
DO NOT ENTER CLASSIFIED DATA INTO PPIRS

Foar Offical Use Only - to be used for dalibaratrve source selection purposas within the Executive Branch and for source selection
and other delibarative purposes within Dol

Select onea of th ed to thae PPIRS Apphcation.

Srardee/Contrastor Logon Avardes/Contrector Legon (Without PKI] Esdersl logon Do Logeon Homs

wgacn i 2.2.20, Build Dats : 04/11/2014

Figure 2: PPIRS Logon

a. A contractor looking to verify company information in PPIRS may select
either the Awardee/Contractor Logon link, or the Awardee/Contractor
Logon (Without PKI) link

b. A Federal user (government non-DoD) looking for information in PPIRS
selects the Federal Logon link

c. A Department of Defense Government user looking for information in PPIRS
selects the DoD Logon link

d. To return to the PPIRS home page select the Home link

NOTE: Any user accessing private DoD web sites may have a PKI certificate to
access the site. PPIRS is a private DoD web site. PKI certificates offer
added security, but are not necessary to access PPIRS.

Version 2.2.20 JUNE 2014 11
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PKI Information: All DoD employees (military and civilian) using Government
Furnished Equipment (GFE) are eligible to obtain certificates from DoD PKI. DoD users
are automatically assigned a certificate with their Common Access Card (CAC).
Contractors who wish to use PKI may purchase one through an External Certificate
Authority (ECA).

External Certificate Authorities (ECAs) provide digital certificates to the DoD’s private
industry partners, contractors using their own equipment or working in non-government
facilities, allied partners, and other agencies. Approved ECA Vendors are Operational
Research Consultants, Inc. (ORC) http://www.eca.orc.com and Verisign, Inc.
http://www.verisign.com/verisign-business-solutions/piblic-sector-solutions/ieca-eca-
certificates/index.html

The following site provides additional FAQs on the subject of ECAs:
http://iase.disa.mil/pki/eca/index.htm

e. Regardless of the Logon method you choose, a Government Warning and
Consent Banner will display

' PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)

You are accessing a U.5. Government (USG) Information System (15) that s provided for USG-authorized use only. By using
thiz IS (which includes any device attached to thiz 1S), you consent to the fellowing conditions:

= The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
countenntelligence (CI) investigations.

- At any tme, the USG may inspect and seize data stored on this IS,

- Communications using, or data stored on, this IS are not private, are subject to routine moniboring, interception, and search,
and may be disclosed or used for any USG authorized purpose.

- This 15 includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal
benefit or privacy.

- Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of
the content of privileged communications, or work product, related to personal representation or services by attorneys,
psychaotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User
Agreement for details.

Select Accept or Decline to conbinue.

Dacline

BRIRS, Varsion @ 2.2.20, Build Dace @ 04/11/2014 11:18:30

Figure 3: Security Warning

When you have read the warning message, click your selection
g. You must click the radio button for Accept to continue

h. Instructions on how to Request Accounts will depend on the logon required
(see the following sections)

Version 2.2.20 JUNE 2014 12
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3.4.2 Requesting a New Account (Without PKI)
a. Click Awardee/Contractor Logon (Without PKI)

-

WELCOME
Walcame to the Past Perfermance Information Retrieval Systam (PPIRE). Access to thes system 8 restrcted to authonzed users
and will require the user to read and agree to the Dol warning and consent prior to accessing the system.

Al DeD employess must have a DoD PKI certificate to access the PRIRS wab site.

Slick hece to detacmine if vou have o calid DoC PRI Canificats
PKI Information:
Al Dol amployees [military and ernalian), including DaeD contractors that are warking on site (multary/gevernment facilities) oar
contractors working offsite using Government Furnished Equipment {GFE) are eligible to obtain certificates from Dol PKI. If the
contractor dossn’t work onsite or with GFE they are encouraged to obtain and use a certificate from an External Certificate
Authority (ECA).

External Cartificate Authority:
External Certthcate Autharties (ECAS) provide digital certificates to the DeD's prvate industry partners, contractors using thair
own equipment or working in non-gowvernment facilities, allied partners, and other agencies.

Approved ECA Vendors:

Opearational Research Consultants, Inc. (ORC) kite /ey g p are cmm
Verigign, Ins. hito; rigign, fwgrimign i [k /| i
ldenTrust h 1

DO NOT ENTER CLASSIFIED DATA INTO PPIRS

Far Officaal Usa Only - to be used for deliberative ssurce selection purposes within the Executive Branch and for source salection
and other deliberative purposes within DoD.

Select one of the following links to procesd to th

E ral o Reblcgon Homs
BRIRE: AT ™Y 2014 11:18:30

Figure 4: Select Awardee/Contractor Logon (Without PKI)

b. The Awardee/Contractor Logon Window (Without PKI) will display

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM
(PPIRS)

e Awardee/ Contractor Login (Without PKI)
(| Recuest Account |}
“\-._______.-ﬂ'"
Userid:
Enter Password:

[Login] [Coaac] | Fangal UsarlD Or Fasswaed [[Homa.]

PRIRS. Vardion : 2.2.20, Build Date : 04/11/2014 11:18:30

Figure 5: Awardee/Contractor Login Window (Without PKI)

c. Click the Request Account button
d. The User Responsibilities will display
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User Responsibilities
I agrea that I will comply with the terms/restrictions as listed below:

1. I understand that Past Performance information is to be protected as "For Q'FFI:t_al Use Only, Source
Salection Information - Ses FAR 3.104" and I will safeguard data in accordance with regulations.

2. 1 will mot attempt to access files for which [ do not have access privileges.

3. 1 will treat all informatien examined or extracted a5 "business sensitive” or "company confidential
data partaining to the companies whose data is in the system,

4. I will nok transmit or communicate data obtained from the system to any persan, contractor
employes or governmant employes, who does not have a specific need for the information.

5. I will potify NAVSEALOGCEMN PTSMH when I no longer nesd my account and advise regarding
disposition or disposal of database, software packages, and functional accounts.

6. I will notify NAVSEALOGCEN FTSMH if at any time I determine that I have access to data from other
Companies.

;. I will not program function keys or use other capabilities to provide an automatic logon from my
[ t=_M

Do you accept the terms of the praceding User Responsibilities?

To continue you must agree.
((Cancel |

HIRS, Varsion @ 2.2.00000, Build Dace : 07/10/2007 12:00:00

Figure 6: User Responsibilities List

e. When you have read the User Responsibilities, click the I Agree button
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f. The Request Contractor User Account screen will display

REQUEST CONTRACTOR USER ACCOUNT
You must be 5 Awardes/Contractor ta be granted access to thie part of the apphecabisn. You will not be gramtad full
EID!.:E 55 to its features until this has been confirmed.
Mulp

Usar 10
Hama

* Firet Hanne:

Hiddle Hamme:

® Last Hanwer

Tithe:

= Ernadl Acldresn:

= Codwime rcial Vioscel

Commmercial FAX:

= puns | [ Add DUNS e

DUINS and MPIH

Cralifes Wour UserLd/ Passsmard
Usar Ld may be 5-30 characters (letiers and nombers only).
Passvesrds must reet the lollowing specilications:
=~ must be 15-20 charscters
= et comtain st lsast bwo upper and bwo lower cass letters
- st contain at least twoe aembers
= naust comtain at least two special characters
- cannol reuse your last 10 passweonds
= st differ from previcus password by at least four characters
-Mﬂ’mhmlhhmmﬂ!ﬂ .
[ = bir or v

MNppappw

REMEMALR WOUR USER TDF AND PASSWORDE,
= LPgare Ty
= Paswword:

[Subme | [Cear] [Cancel]

PRIRS. Version 1 2.2.20, Bulld Dave 1 O4/1 172014 15:18,30

Figure 7: Request Contractor User Account (Add DUNS)
g. Enter your information (Mandatory fields indicated by the asterisk (*) )

h. At least one DUNS is required
i. Click the Add DUNS button to validate
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REQUEST CONTRACTOR USER ACCOUNT

You must be a Awardee/Contractor to be granted access to this part of the applicabon. You will not be granted full
access to its features until this has been confirmed.
Help
* Indicates Required Information
User [D

* First Il-uiJnhn
Middle Hame:
* Last Ill-'u::DDE
Tithe:
- Emnilnddrtmijuhn doe@companyname.com
* Commesrcial Vioices (123)456- 7890
Commercial FAX:

DUNS and MPIN

+ouns, | (CPeanms)

Add DUNS
DUNS MPIN

_________ [ -d———
——p- ‘Save DUNS | | cancel |

Define Your Userld Password
User Id may be 5-30 characters (letters and numbers only).
Passwords must neeet the following specifications:
= st b 15-20 characters
- must contain at least bwo upper and beo lower case letters
- must contain at least beeo numbers
- must contain at least two special characters
= cannot revse your last 10 passwords
- must differ from previoss password by at least four characters
-lrnul:wul:mnhmpcmlll information such as:
namas, phone % , birthdabes, or dictionary words

MO AR

REMEMBER ¥OUR USER ID AND PASSWORD.
® User Idy

(Gon)) @) (oot

FRIRS, Version @ 2.2.00000, Build Dace : 07/10/2007 12:00:00

Figure 8: Request Contractor User Account (MPIN, User ID & Password)

Enter a valid MPIN
Click the Save DUNS button to add the DUNS to your account profile
Select/Enter a User Id (See Section 3.3.1 User 1d)
. Select/Enter a Password (See Section 3.3.2 Password)
Confirm Password
Click the Submit button
Rules of Behavior will display

- X T

T o = 3
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PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)

Rules of Behavior

System Security Rules of Behavior/Acceptable Use Policy Training

By signing this document, you acknowledge and consent that when you access Department of
Defense (DoD) information systems:

* You are accessing a U.5. Government (US5G) information system (I5) (which includes any
device attached to this information system) that is provided for U.5. Government
authorized use only.

* You consent to the following conditions:

— The U.5. Government routinely intercepts and monitors communications on this
information system for purposes including, but not limited to, penetration testing,
communications security (COMSEC) monitoring, network operations and defense, personnel

misconduct (PM), law enforcement (LE)}, and counterintelligence (CI) investigations.

- At any time, the U.5. Govermment may inspect and seize data stored on this information
system.

- Communications using, or data stored on, this information system are not priwvate, are
subject to routine monitoring, interception, and search, and may be disclosed or used

for any U.5. Government-authorized purpose.

— This information system includes security measures (e.g., authentication and access
controls) to protect U.5. Government interests—-not for your personal benefit or .

Please check the box below {(or type Alt + R) to indicate that you have read these Rules of Behavior.

DI hawe read these Rules of Behavior

Figure 9: Rules of Behavior

g. When you have read the Rules of Behavior click the check box
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PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)

Rules of Behawvior

— This information sysctem includes securicy measures (£.9., authentication and access .
sentrals) te proatect U.S, GovVeErament IRTEr&sStaS--not f£Or your perssnal banafit ar

privacy. Users will not share account passwords wich anyone, including Ferscnal
Idencification Numbers for Common Rocess Cards associated with Public ey

Infrastructure.

- Hotwithatanding the abowve, using an information system does not constitute consent to

personnel misconduct, law enforcement, or counterintelligence investigative searching ozx
moniEaring of the concent of privileged communicATions ar data (insluding work product)

that are selated to perscnal sepresantation or services bBY attorneys, paychotherapists,

or clergy, and their assiscantsa. Under these circumstances, such communications and work
product are private and confidential, as further explained below:

- Nocthing 1n chis User Agreament shall he interprected to limie the usar's ConSsnt ©o, OF
in any other wa)y restrict or affect, any U.S5. Government acticns for purposes of network
adminiscracion, operacion, procectcion, or defense, or for communications ssecurity. This
includes all communicacions and daca on an informacion system, regardless of any
applicable privilege or confidentiality. The user consents to interception/capture and
seizure of ALL communicacions and data for any authorized purpose (including personnel
misconduct, law enforcement, oOf counterintelligence investigation). MHowever, consent to
incerception/capture or ssirure of communications and dacta 18 NOT ConSent ©o The usse of
privileged communications or daca for personnel misconduct, law snforosment, or
counterintelligence investigation against any party and does not negate any applicable
privilege or confidencialicy that otherwise applies. .

_ Please check the box below (or type Alt + R) to indicate that you have read these Rules of Behavior.
[#]1 have read these Rules of Bahaviar
Select Accept (Al + A) or Decline (Al + D) o continue,

[Gosine |

Figure 10: Accept Rules of Behavior

r. You must click the Accept button to continue
s. The Awardee/Contractor Main Menu will display

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)

Logouk Welcame TEST USER

The Past Performance Information Retrieval System is a government-wide application
that provides timely and pertinent contractor past performance information to the

A L ngel Federal acquisition community for use in making source selection decisions. PPIRS
Summary Report (SR] assists Federal acquisition officials making source selections by serving as the single
EAPILS Reports source for contractor past parformance data. Confidence in a prospactive contractor's

Supply Code Relationship Report | |ability to satisfactorily perform contract requirements is an impertant factar in making
best value decisions in the acquisition of goeds and services.

Feedback For Official Use Only - to be used for deliberative source selection purpeses only.

PPIRS, Version : 2.2.20, Build Dave ; 04.’2%-'2{!!14 08:54:10

Figure 11: Contractor Main Menu
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3.4.3 Requesting a New Account (With PKI)
a. Click Awardee/Contractor Logon

Lo %

WELCOME
Walcome to the Past Performance Information Retrieval System (PPIRS). Access to thig system is restricted to authonzed users
and will require the user to read and agrees to the Dol warning and consent prior to accessing the system.

All Dol amployess must have a DeD PKI certificate to access the PRIRS wab site.

Click hare to determing if vou have 8 valid Dol PE] Cartificats
PKI Information:
Al el amployeas [military and ceraihan), including Dol contractors that are working on site (mMiltary/governmeant facillitias) ar
contractors working offsite using Government Furnished Equipment (GFE) are eligible to obtain certificates from oD PEI. If the
contractor doesnt work onsite or with GFE they are encouraged to cbtain and use a certificate from an Extarnal Certificate
Autharty (ECA).

External Cartificate Authority:
External Certhicate Autharties (ECAsS) provide digital certsthcates to the DeD's prvate industry partners, contractars using their
own equipment or working in non-government facilities, allied partners, and other agencies.

Approved ECA Vendors:

Oparational Research Consultants, Inc. (ORC) RS 0 iy @2 § SFE o
Werigign, Inc. b fwgrigigne in =gl lig=
ldenTrust b

DO NOT ENTER CLASSIFIED DATA INTO PPIRS

Far Official Use Only - ta ba used for delibarative source selaction purpodes within the Executive Branch and far source salection
and other deliberative purposes within Dob.

Select one of the g

o proceed to the PPIRS Apphcation.

Esderal Logon Dol Logon Homs

PRIRS, Varsien : 2.2.20, Build Dats : 04/11,/2014 11:18:30

Figure 12: Select Awardee/Contractor Logon

b. The PKI Certificate will open as a Pop Up
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T =

Select a Certificate

T | USER.MAME.12345...
| Issuer: DOD EMAIL CA-31

Valid From: 2/27/2014 to 2/27/2017
' Click here to vi ifi rope...

' USER.NAME.12345...
| o || 1ssuer. DOD CA-31
. Valid From: 2/27/2014 to 2/27/2017

—» 0K || Concel

Figure 13: PKI Certificate Pop Up

c. Select your certificate and click OK
d. The ActivClient Login will display as a pop up

( B’
ActivClient Login L2 ||

Actividentity

ActivClient

Please enter your PIN,
PIM Itttttt‘ ‘———
C o D cncl |
ke P

Figure 14: ActivClient Login Pop Up
Enter your PIN
Click OK
The Security Warning screen will display (See Figure 3: Security Warning)
Execute Section 3.4.1 steps fand g

Qe oo
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i. The Awardee/Contractor Login Window will display

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM
(PPIRS)

Help
Awardeaf Contractor Login

Regues Account
Userid: TESTUSER| S

|Dea'| [ Forgot UseddD | [ Home |

ERIEE L) z : LA T T

Figure 15: Awardee/Contractor Login Window

j. Inthe Userid field, type your Userid
k. Click the Login button
I.  The Awardee/Contractor Main Menu will display

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)
AWARDEE/ CONTRACTOR MAIN PAGE
“!IH "!I'IE

Logout Welcome TEST USER
[ Account Menu Ttems)

Wi Lil

[ Report Menu Ttems| The Past Performance Information Retrieval System is 8 government-wide application
that provides timely and pertinent contractor past parformance information to the

A nt & inguiry [BE) | Faderal acquisition community far use in making source selaction decisions. PPIRS
Summary Report (SR] assists Federal acquisition officials making source selections by serving as the single
EAPILS Reports source for contractor past performance data. Confidence in a prospective contractor’s

Supply Code Relationship Report || sbility to satisfactorily perform contract requirements is an impertant facter in making
best value decisions in the acquisition of goods and services.

Feedback For Official Use Only - to be used for deliberative source selection purposes only.

PPIRS, Wersion : 2.2.20, Build Cave : 04/28/2014 08:54:10

Figure 16: Awardee/Contractor Main Menu
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3.5

3.6

PPIRS 2.2.20

INVALID LOGIN

If you enter an incorrect Userid or Password, a message warns you an invalid
Userid /Password was entered. If your third attempt fails, PPIRS locks your
account. Before you can log in again, you must contact the NSLC Help Desk to
unlock your account and reset your password. APPENDIX A contains

Troubleshooting Hints and Tips.

FORGOTTEN USERID OR PASSWORD (WITHOUT PKI)

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM
(PPIRS)

Haelp
Awardee/ Contractor Login (Without PKI)

[ Ragqueasl Account ]

Enter Password:

:Lrugn] [Ueeu: ‘ Fargal Usarl D Or Fasswaord Ir_Harm.-:

PBIRS. Vardion : 3.3.20, Build Date : B4/1173014 11:1
——

Figure 17: Forgot UserID Or Password (Without PKI)

a. Click on the Forgot UserID Or Password button, the following screen will
display

Version 2.2.20 JUNE 2014
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FORGOT USERID OR PASSWORD

* Indicates Required Information

Forgot Password

Your password will be reset and an email will be sent to yvou with the new
password. You will be required to change your password the next time you
lagin.

‘Lllaﬂirl'.l

*Ernail Address: |

Submit H : Click here for Forgotten Password
.
Your usend will be emailed to you at the address entered below,
*Email Address: | |
Submit H : Click here for Forgotten UseriD
. .

3F>IR:_'~. Varsion 1 2.2.20, Build Cate : 04/29/2014 08:35:1 1

Figure 18: Forgot UserID Or Password (Without PKI) Required Information

3.6.1 FORGOTTEN PASSWORD
a. Enter Userid and Email Address
b. Click the Submit button

c. System will verify the information entered. Your password will be reset and
an email will be sent to you with the new password.

d. You will be required to change your password the next time you login

3.6.2 FORGOTTEN USERID
a. Enter Email Address
b. Click the Submit button
c. Your userid will be emailed to you at the address entered
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3.7 FORGOTTEN USERID (WITH PKI)

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM
(PPIRS)

Help

Awardee/ Contractor Login

| Fequest Account

Figure 19: Select Forgot UserID (With PKI)

a. Click on the Forgot UserlD button, the following screen will display

FORGOT USERID OR PASSWORD
® Indlicates Reguired Information

Forgot UserlD
Your usend will be emailed to you at the address entered below.

*Email Auddress:

[-Subt. e

Lancel

FRIRS, Version 1 2.2.20, Build Date 1 04/28/2014 08134110

Figure 20: Forgot UserID (With PKI) Required Information

Enter the email address that is associated with your account

Click the Submit button

The email address entered will be validated

If the email entered is invalid the following error message will display

© o o T
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FORGOT USERID OR PASSWORD

Forgot UserlD
Your usend will be emailed to you at the address entered below.

*Email Address: | el il e e

FRIRS, Version 1 2.2.20, Build Dats : 04/28/2014 08:54:10

Figure 21: Forgot UserID (With PKI) Invalid Email Address

f. Enter the valid email address that is associated with your account
g. Click the Submit button

h. If the Email is valid the following will display

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)

Message :  The Lser ID for the following e-mail address have been sent to:

Continus

PRIAS, Version 1 2.2.20, Build Date : 04/28/2014 08:54:10

Figure 22: Forgot UserID (With PKI1) Valid Email Address

I.  Click the Continue
J.  The User ID will be sent to this email address
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3.8 EXITING PPIRS

a. To exit the PPIRS system, click the Logout link in the left-hand frame of the
page. (See Figure 9: Contractor Main Menu). This will return you to the
PPIRS login screen.

3.9 CONCURRENT SESSIONS

A PPIRS user is prevented from having concurrent login sessions within a user
type, i.e. GOVT, CTR, or ADMIN. A user is permitted concurrent login across
user type, i.e. can be logged in GOVT and CTR at the same time. When a user

attempts a concurrent login, they are presented with the new *Concurrent
Session Notification’.

PAST PERFORMANCE INFORMATION RETRIEVAL SYSTEM (PPIRS)

You already have another active session. Would you like to end the other session before proceeding?

Figure 23: Concurrent Session Notification

a. Click the No button, or close the browser to have the previous session remain
active

b. Click Yes button to end the previous session and login to a new session

3.10 PPIRS REPORTS

Instructions and step-by-step procedures for PPIRS functionality is described in
the PPIRS-RC/PPIRS-SR Software Users Manuals, and will not be covered
herein.
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APPENDIX A: TROUBLESHOOTING HINTS AND TIPS

Should you need assistance with PPIRS, read the following troubleshooting
hints and tips to help you determine your point of contact (POC) for assistance.

Common PPIRS-SR Issues

PROBLEM

DIAGNOSIS

POC

Password problems

Caps Lock key active or
incorrect password.

PPIRS Administrator

Locked account

Possible password
expiration or incorrect
password entered.

PPIRS Administrator

PPIRS doesn’t execute

Possible software or
hardware changes to
users PC.

Local IT personnel

PPIRS is not running
efficiently. Is the trouble
isolated or widespread?
Is everyone having the
same problem or just
ONe person or one group
of people?

Possible local PC issue
or local network issues.

Local IT personnel*

Access to PPIRS is
denied.

A user’s shop has
changed. No current
week available for the
user.

PPIRS Administrator

Administrator may
check the site’s batch
schedule.

PPIRS is unavailable
due to batch operations.

Possibility that PPIRS
batch jobs may be
running.

PPIRS Administrator

Administrator may
check the site’s batch
schedule.

* When local network engineers are involved, a trace route or a set of pings or
both would be very helpful to have when calling.

If you have any problems or questions while using the system, call the Help
Desk at (207) 438-1690 or DSN 684-1690 for assistance.
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